How to Survive a Federal
Investigation

Paul Timmins

This presentation 1s not legal advice, I am not an
attorney (yet). (Yes, I'm working on it)

If you ever need to know this, FOR THE LOVE
OF GOD RETAIN ONE!



Overview

> Nobody in the Government knows what's
going on.

> There are a few FBl Agents who know what
they are doing w.r.t Computers, but the
majority do not, or do not know much about
it.

> ltis the intention of the prosecutor that you
never see your day in court.

> The Government does not have the

resources to properly prosecute a computer
crime.



Examples of government
Incompetence

UNITED STATES OF AMERICA
v, WARRANT FOR ARREST

CASE NUMBER: 03¢ ©D - 3

PAUL G. TIMMONS

The United States Marshal
and any Authorized United States Cfficer

YO ARE HEREBY COMMANDELD to arrest PAUL G. TIMMONS
Marme

and bring 2im or her forthwith to the nearest magistrate to answer afn)
[X)Idictment [ ]Information [ ] Complaint [ ] Crder of court

[ ] Vialation Notice [ ] Probation Virdation Fetitinn

charging him or her with (bref diseriprion of offense)

Passession with intent to distnbute and importation of cecaine.

in viclation of Tile _ 13 United States Code, Section{s) 2, 371, 1025, 1034, 1343

Importation of Cocaine?

Paul Timmons? Can they at least spell ==

the name right on the arrest warrant?



The Indictment

> Grand Jury Indictments are secret.

> You do not get to know one is happening.

> You do not get a chance to fight it before it
happens.

> You do not get to know what the jury was
shown.

= Once you are indicted, you do NOT get a
preliminary hearing. You're stuck going to
trial, or pleading out.



Plea Bargains

> What? Yes. Plea bargains.
> A product of the expense of a proper

defense.
<2 | was arrested in November of 2003. | was

sentenced in April 2005 (2 days before NAC
21). In that time | moved, went through two
cars. How much life would | have lost to this
case if | took it to trial? | plead!



There is such a thing as a federal
misdemeanor!

= You have no idea how hard it is to explain
this concept. | actually had to show the
cashier paperwork at the court that said
MISDEMEANOR on it before she believed
me.

= She then called over her coworkers “Y'all,
come look at this!”

> She then had to call helpdesk to figure out
how to ring up a misdemeanor fine. She
has never rang up one before.



DOOM!

UNITED STATES DISTRICT COURT FOR THE oY 19 2003
WESTERN DISTRICT OF NORTII CAROLINA
STATESVILLE DIVISION U. S. DISTRICT COUR
W. DIST. OF N. €,
S 0dcr S5~ mljc
RILE QOF INDICTMENT

UNITED STATES OF AMFRICA DOCKET NO.,

Vielations:
] 18118.C.¢§2
(17 BRIAN A, SAT.CEDO, ) 18 US.C. §371
(2} ADAM W. BOTBYL a'kfa “itszer()”, and ) 18 UL8.C. 8 1029
(3) TAUL G. TIMMINS a'k/a “nowchdu” 18 1LS.C. § 1030
; 13 U.5.C. § 1343

THE GRAND JURY CHARGES:

Al the spectfied times and at all relevant times:




GRAB ANYTHING PLUGGED INTO
THE WALL

How the federal government executes a computer
search warrant.

Things they tried to take but didn't: (Thanks Becky!)

My cable box
My dreamcast My God

Is a
What they did take:

Vengeful
God

All my dreamcast games.

An AlX machine without a hard disk.
A 386 in several pieces.

Random motherboards.

A homebrew 48v power supply that was basically a Ty
transformer in some sort of homebrew enclosure. %
| didn't dare touch that supply myself. OMG DANGER! ~




“Hey, they're talking about you on
NPR!”

Newswires, TV News syndication, Internets, and follow the
bodies, Oh my!

SECURITY

For Now, W'-

Mike Klein, president .!l'ld CE"}M Interlink Networks in Ann Arbor, shows how wireless networks, or Wi-Fi
work. The company spe in wireless and wired computer security.

New w1reless networks

ackers out
of corporate
wireless
networl
Business
fear hat,ker&
but few use

protections




Where | was mentioned

> Every morning drive radio show in Detroit

> NPR

> The 6pm edition of Fox 2 news. The
opening shot was at the Southfield Lowes. |
saw that and thought one thing:
“DOOMED".

> Page 1 of the Oakland section of the Detroit
Free Press, in larger print than “Teen Killers
Sentenced”.



Just when you think it's over

> | was released from probation just after
thanksgiving of 2005. | have no gun
restrictions, or any ongoing restrictions, and
a class a misdemeanor on my record.

2 You'd be surprised how many systems run

under the assumption that any federal crime
IS a felony.



NICS

The National Instant Criminal Check System (used for firearms checks)

NICS can return 3 types of response -

1. Proceed (you can have the gun)

2. Decline (no gun)

3. Delay (they will defer the results for further investigation)

I've been run in NICS 2 times. Each time, | was returned a delay.

In the event of a delay, NICS has 72 business hours (3 business
days) to return a response. At that point, at the FFL's discretion, they
may tender the firearm. Dunhams has a corporate policy not to.
Fortunately, that's not the case with most FFLs. :)




“So you're a computer hacker,
eh?”

> Police MDTs generally have access to your
criminal record. Inevitably, you'll always
hear about it when they're giving you crap.



“At least when I die, I'll be
remembered for something”

> Google knows me. It knows me well.

> Stupid webloggers who don't do their
homework have attached my name to
things that are either factually inaccurate, or
bordering on slanderous.

> As you can imagine, it makes sending
resumes a dicey proposition :)



