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CNITED STATES DISTRICT COURT FOR THE WOy 19 2003
WESTERN r::smcr OF NORTH CAROLINA

. WP W. DIST. OF M. G
. 07035 OF AMERICA ;p Dmmwﬂ.ﬁ.ﬂaﬂrcjj
) BILL OF INDICTMENT
V3. }
) Vielations:
) IBUSC.52
" ITAN A SALCEDQ, ) 183US.C. 5§37 -
T ACan W, BOTRYL ak/a “itsert)”, and ) 18US.C. 41029
7 PAUL G TDMMING afkfa “nowcebdu” } 13U5.C § 1030
1 P i )] [RUS.C. § 1343
-
. THE GRAND JURY CHARGES:
Ill £ the cpecified times and at all relevant fimes:
| Infroduction
|
| 1 Fram 2 date unlknown 1o (he Grand Tury, but no Tater than in or about October of

3003, throush on ot about November %, 2003, defendants BRIAN &, SALCEDO, ADAM W:
ﬁ:G‘T'EYT 2ka “itszer()”, and PAUL G TIMMINS 2/k/a "noweb4u” conspired and schemed to
in unanthorized aceess to the nationwide computer system used by Lowe's Companies, Inc.,
and, afier gaining access, o download and steal eredit card account numbers from that computer
systEm
I

WMINS secretly compromised the wireless network at a Lowe's retail store in Southfield,
Michizan, and thereby gained unauthorized access to Lowe’s Clompanies, Inc.’s ceatral compurer
gyetem in North Wilkesboro, North Carolima and, ultimately, to computer systems located

we's relail stores around the United States. Having gamed this unawthorized access, the

-fendants then attempted to install and instalicd a computer program on the computer system of
several Lowe’s retail stores, which program was designed to capture the éredit card mformation
nrm:;tumm conductmg transaciions with those siores.

2 In order to cary out this scheme, defendams SALCEDO, BOTBYL, and

Victim Eptity and Compuoter System

3 Lowe's Companies, [nc. is 3 corporation organized under the laws of the State of
lorth Carolina with its corporate headquarters and prncipal place of business in the Weslem
District of Worth Carolina. Lowe's Companies, Ine. wholly owns two corporate subsidiaries,
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enters, Tnc. and Lowe's HTW, Inc. (hereafier, collectively, “L-l:rwaf’s"}. Lowe’s i5
.- of selling home improvement products and construction supplies in mmrstam and
srpe. Specifically, Lowe's Home Centers, Inc. owns, Operates, ami mmm_rcfsul
" +ous locations i the eastern portion of the United Stares, including, but net mited
", & Crroling, Michigan, Fanses, California, Florida, South Dakota, Kentucky, and New
- Zremilarly, Lowe's HIW, Inc. owns, operates, and mamnizns rﬂT.Eil_‘ﬁFiliﬁﬁ at vannn.?
"o Ty the western portion of the United States, inched:ng, but not Yurpited to, California.

Each of the retail storcs owned by Lowe’s maintamns, operates, &nd usesa
a,romr systém dedicated 1o that particular store. NMany of the computer systems in individual
cren's sraeas include & wireless nerwork, allowing scanners and telephones to connect to that

| orets cormputer system remotely and without the benefit of wires or cables. Lowe's also
| .o lanips and operates a central Corporate Data Center (hereafiier, "CDC™) at its facility in Notth

- FiTr=biomn, Notth Caroling. The CD(C houses, among other things, & cormputer server known as

“dear] " Boch of the computers systems in individual Lowe’s retail stores is connected fo the

| C2C by means of interstate wires and satellites. Because of the configuration of Lowe’s

| oo onwide computer system, it is possible to access the computer system of a particular Lowe's

! rezcil store from the computer system of another Lowe’s retail store only by using and connecting
 throueh routers in Lowe's CDC. Lowe’s natonwide computer system is nsed by the company mn
| intzrsizie and foreign commerce and commumnucation.

The Computer Hacking Scheme to Defrand

5 In or about April of 2003, defendants BOTBYL and TIMMIING gained
enamthorized access to the computer system at the Lowe’s retail store #1604, located ar 286350
| Telegraph Road, Southfield, Michiyan (hereafter, “Lowe’s Store #1604"). Defendants BOTBYL
and TIMMENS gzined unavthorizedl access to the computer system at Lowe"s Store #1604 whle
driving around Southfield, Michigan in an automobile scarching for velnerable wireless infernet
| connections Using a laptop computer cqupped with 8 wirgless card and a witeless antenna, Thas
| activity 35 commonly known as “wordriving,™

i, Sevarz] months later, m or about October of 2003, defendants BOTBYL and
SALCEDO formulated a scheme to steal credit account imformation from the Lowe's corporate
computer systerms. In order to aid, abet, assist, and advance this scheme, dafendant TIMMING

suppited defendants BOTBYL and SALCEDO with the wireless computer card that defendan:
| TIM M NS had previously uscd 1o pain unauthonzed wireless access to the computer system in
| Lowe's Store #1604,

} T On or abowt October 21, 2003, defendants SALCEDO, BOTBYL, and TIMMINS
|ga.iﬂ&4.'1 unauthonzed access to the copputer system at Lowe s Store #1604.

| 8. Arorabout 11:20p.m. ET on or sbout October 25, 2003, defendams SALCEDO,
! BOTBYL, and TIMMINS gained anauthonized access to the cognputer system at Lowe’s Store

I
| 3
i
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1 Lerehy accessed the devl” computer server in Lowe"s CDL.

: At or sbow 2:00a m. ET oo or ahout Octaber 26, 2003, defendants SALCEDO,
=5 o TIMMING gained vasuthorized access to the compater system at the Lows's
.2 #1559 located in Salinas, Kansas (hereafter, “Lowe’s Srore #15597), and thereby
oo st the “dav] T compurer server in Lowe's CDC.
1. Aror abowl 1:45pm, KT onor abour October 26, 2003, defendants SALCEDO,
STV, apd TIMMINS germed unzuthorized access 10 the computer system at the Lowe’s
il stans #701, located in Wilkeshoro, MNorth Carolina (hereafer, “Lowe’s Store #701"). and
“u ey ogessed the “dev]”™ compuler SeTVEr in Lowe's CDC.

| 1. Atorsbout 527p.m. ET on or ahout October 26, 2003, defendants SALCEDO,
2o TRV and TIMMING gamned unanthorized access to the computer System at the Lowe’s
-+ +wi] stose HTES, located in Long Beach, Califormia (hereafier, "Lowe’s Store #7857), and

| i by acocssed the “dev]” computer server in Lowe's CDC.

12, Atorabout9:25p.m. ET en or about October 30, 2003, defendants SALCEDQ,
| BOTHYL, and TOMMINS gainad unauthorized access to the computer system af the Lowe’s
|\ eeait etore 21611, located in Visali., California (hereafier, “Lowe's Store #16117), and thereby
| ape s2zed the “dev]” computer server in Lowe's CDC.

13. A or zbout 9:00p.m. ET on or abouwt November 4, 2003, defendants SALCEDOQ,
ROTEYL, and TIMMING pained unauthorized access to the compurer sysicm at the Lowe's

rexail store £703, located in Louisvilic, Kenmucky (hereafter, “Lowe’s Store #7037), and thersby
\accessed the “dev]” computer server in Lowe’s CDC. .

L | Vo

_ 14, On or 2bout November 5. 2003, defendants SALCEDO, BOTBYL, and
'TIMMINS gained unauthorized access w the computer system at the Lowe's retail stiore #1634,
\ocated in Rapid City, South Dakota (hereafter, “Lowe’s Stone #1634"), and theraby accessed the
|“:ie-r1" computer secver in Lowe's UDC

|

15. Omor about November 3, 2003, between a1 or about 3:37p.m. ET and a1 or about
10:20p.m. ET, defendants SALCEDO. BOTBYL, and TIMMINS gained unanthorizad access to
the computer systern at Lowe's Store £783, and thereby accessed the “devl” compuler server m
Lowe's CDC on multiple oceasions. ['ring these unawthorized intrisions, the defendants

ormpiled on the “devl™ computer sen er m Lowe’s CDC a revised version of Lowe’s propnetary
icomputer program known as “teperedin” As originally written, this program was designed for
luse 1n obtaining bank approval of crudit card transactions in Lowe's retail stores. As revised by
the defendants, the “icperedit” progran: would, in additon to its ntended funchons, capture and
mave for later reineval the account information of every credit card processed at a particolar
lev-z's swore. Afer compiling the revised version of the “tcperedit™ program, the defendants
wcaused the compiled program to be transmitted from the “devl™ computer server in Lowe’s CDC
itl} the computer system in Lowe’s Siore £7385 and then 1o be installed on that stote’s compurer

3
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Aace the revised versions of “toporedit™ was mstalled on the computer system at
- iore 785, defendants SALCEDO, BOTBYL, and TIMMINS then disabled the original
‘-~ _sop P arosrar from that store’s computer. This disabling of the anginal “teperedat”
e yees done by the defendams with the expectation hat the revised version of the
. - i7" progrem would operate instcad. However, for various technical reasons, the
" - omis wreve imitially unsuccesstul m their efforts.

17. At orzbont 9:42am. ET on or sbout November 7, 2003, defendants SALCEDO,
L =2TEYL, and TRMMINS gained pnauthorized access to the computer system at Lowe's Store
' & <0, massed through routers in Lowe’s CDC, thereby gained unsuthorized access to the
| ~ammter system at the Lowe's retail store #418, located in Gainesville, Florida (hereafter,
Dui s Store #4187, and thereby wained unanthorized access © the “dev]l” computer server in
| T aves's COC, During these unauthori zed intrusions, the defendants sgain compiled on the
'~ 1™ compnter server in Lowe's UDC 2 revised version of the “teperedit™ program. This
| ~avised veysion of “tcporedit,” like the prior revised version of “teperedit,” was designed to
' capis e and save for later retrievai the account information of every credit card processed at e
naulicilar Lowe’s store. After compiling the revised version of the “teperedit”™ program, the
defendants cansed the compiled proyram o be transmitted from the “devl” computer server 10
the computer system in Lowe’s Store #4138 and then to be installed on that store’s commputer

SYSLEr.

18, On or shout Novembsr 7, 2003, between at or about 8:34p.m. ET and at or about
8-30p.m. ET, defendants SALCEDO), BOTBYL, and TIMMINS rained unauthorized access 1o
'tha computer system at Lowe's Store #1604, passed through rowters m Lowe's CDC, thereby
|gained unauthonzed 2ccess To the eomputer system at the Lowe’s store #1022, located in
Watertown, New York (hereafter, “l owe's Store #10227), therchy gained unamborized access to
\the computer system at Lowe's Store #418, and thereby gained unauthorized access o the “devl”
computer server in Lowe"s CDC. Dunng these unauthorized intrusions, the defendants caused
the revised and compiled “tepcredit” program to again be trapamitied from the “devl”™ compuotes
\sesver o the computer system in Lowe's Store #418 and then to be installed on that store’s
\COMPULET SYSTEM.

19,  The Grand Jury realleges and incorporates by reference herein all of the
allegations contained in paragraphs 1 through 12 of the Indictment, and further alleges that:

20.  From a date enlnown to the Grand Jury, but no later than in or about October of
2003, throush on or sbout November =, 2003, in Wilkes Couaty, within the Wester Distriet of
Morth Carolina, and cisewhere, the detendants,




BRIAN A, SALCEDRO
ADAM W. BOTBYL
PAUL G. TIMMIING

 owinsly, willfully and onlawiully combine, conspire. and agree together and with other
- == feswn and unknown 1o the Grand Jury, to commut the following ofenses against the

) !_:".. o

a1t a5t

| - AL To, having devised the above-desenbed scheme and artifice to defraud,
| ransmmit and capes to be ransmired by means of wirc communication in interstate
commerce, Wrtings, Sizns. Siznals, pictures, and sounds for the purposes of cxecutmg
' =22 echemne and artifice, in violation of Title 18, United States Code, Section 1343

; B. To knowingly cause the transmission of a program, fformation, code, and
, commands. and as 2 result of such conduct, to intennonally cause damage without
=nthorization 1o 2 protected computer, in violation of Tille 18, United States Code,
Section: LO3WaN5M AN

i C.  Toknowingly md with intent to defraud, access a protected compuler

i withour suthorization and in excess of authorization, and thereby further the intended

l frand deseribed above and obtain anything of value, in violation of Title 18, United States
Code, Section 1030{2)(4);

| . To intentionally access a computer without authorizatian and in excess of
authorization and, through conduct involving an interstate commumication, thereby obtain

:I information from a protected computer. i violation of Tide 18, Umted Stares Code,
: Section 1030(a) 2} C); and

; E. Toknowingly ind with intent to defraud, possess and attempt 10 possess
fifim=n or more unauthorized access devices, in violation of Title 18, United States Code,
Section 1029231, (b1

Overt Acts

71, In furtherance of the conspiracy, and to accomplish the object thereof, the

| defendants and co-conspirators commirted the following overt acts, among others, in The Westarn

| District of Morth Carolina:
i

A Agporzbout 11:20p.m. ET on or about Qctober 25, 2003, defendants
| SAl CEDO, BOTBYL, and TIMMINS gained unauthonzed access to the computer sysiem

ar Lowe's Store #1604, and therehy accessed the “devl™ computer server in Lowe's CDC;

B. At or zbout 2:002m. ET on or ghout October 26, 2003, defendants
SALCEDO, BOTBYL, and TOMMINS rained unauthonzed access 1o the computer s$yatetn

5
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.7 npets Store #1559, and thereby accessad the “dev]” computer server in Lowe's CDC;

i A1 or ghout 1:25p.m. ET on or about October 26, 2003, defendants
CATCEDO, BOTBYL. and TRMMINS gained unauthorized acceas 1o the computer syslem
2 T e’ Store 2701, and thereby accessed the "devi” computer servet in Lowe's CDC;

. At or about 3:27p.m. ET on or about October 26, 2003, defendants
c AL CEDO, BOTBYL, and [IMMING gained unauthonzed access to the computer system
=t | qwa's Store 4785, and therehy accessed the “dev]” computer server in Lowe’s CDC,

E. At or about ¥-23p.m. ET on or about Ccwober 30, 2003, defendants
SALCEDC, BOTBYL, and TIMMINS gained unauthorized access to the compuler system
= Lowe’s Store #1611, and thereby sccessed the “dev1™ computer server in Lowe's CDC;

F. At or about 9:00p.m. ET on or asbowt November 4, 2003, defendants
SALCEDO, BOTBYL, and TEVMMINS gained unawthorized access to the computer system
at Lowe’s Store #705, and thereby accessed the “dev]™ computer sexver in Lowe's CDC

G.  On or about November 3, 2003, defendants SALCEDOQ, BOTBYL, and
TRMMING gained upauthon ced access 1o the computer system at Lowe's Store #1634, and
thereby accessed the “'devl™ computer server in Lowe's CDC;

H  Onorabout November 5, 2003, berween at or gbout 3:37p.m. ET and at or
about 10;200.6m. ET, defendants SALCEDQ, BOTBYL, and TIMMENS gained
unauthorized accass to the computer system &t Lowe's Store #7335, and thereby accessed
the “dev]l” compuper server in Lows's CDC on multiple occasions; -

1 On ot about Movember 5, 2003, defendants SALCEDQ, BOTBYL, and
TIVMMINS compiled the revized version of the “tcperedit”™ computer program on the
“dew1™ compurer server locaied in Lowe's CDC,

I O or about Movember 5, 2003, defendants SALCEDO, BOTBYL, and
TRMMINS caused the compited version of the revised "teperedit™ computer program 1o be
transmitted from the “dev]”™ computer server located in Lowe's CDC to the computer
system in Lowe"s Store #782:

B At or about 9 42arm. ET on or about Novernber 7, 2003, defendants
SALCEDO, BOTBYL, and TIMMINS gained unauthorized access to the computer system
at Lowe"s Store #1604, passed through ronters in Lowe's CDC, thereby gained
unauthorized access 1o the computer system al Lowe’s Swore #4218, and therchby pained
unauthorized access to the “dhov 1™ computer server in Lowe's CDC;

L. Cn or about Movember 7, 2003, defendants SALCEDO, BOTBYL, and
TIMMING compiled a revised version of the “eperedit™ computer program on the “dev ™

[
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v spter server located in Lowe's CDE;

|58 Cin or abowt November 7, 2003, defendams SALCEDO, BOTEYL, and
T AMATNS caused the compiled version of the revised “teperedit” computer program (o be
-nemived from the “devl” computer server located in Lowe's CDC to the computer

svstamn in Lowe's Store #4713,

™ On or gbout November 7, 2003, between at or about 8:34p.m. ET and at or
stout 8:39p.m. ET, defendants SALCEDO, BOTBEYL., and TIMMINS gained
srisuthorized access to the computer system at Lowe's Store #1604, passed through
rowuters in Lowe's CDC, therehy gained unanthonized access to the computer aysiemm al
Tewe's Store #1022, and therehy gained unauthorized access to the computer system at
Lowez"s Store #4418,

.  Onor about November 7, 2003, defendants SALCEDO, BOTBYL, and
TIMMINS caused the compiled version of the revised “tcperedit” program to be
transmitted from the “devl” computer gerver located in Lowe’s CDC to the computer
system in Lowe's Store 7418,

All in violation of 18 U.S.C. § 371.

COUNIS TWO THROUGH FOUR

22.  The Grand Jurv reallcges and incorporates by reference herein all of the allegations
contained in paragraphs | through 21 of the Indictment. and farther alleges thar:

23.  On or zbout the dates sof forth below, in Wilkes County, within the Westem
Dhstriet of MNocth Carolina, and elsewhere, the defendants,

BRIAN A SALCEDO
ADAM W_BOTBYL
PAUL G. TIMMINS

aided and abetted by one another, having devised the above-described scheme and artifice to
defrand and 1o obtain money and property by means of false and fraudulent pretenses,
representations, and promises, transmitted apd cansed 1o be transmitted by means of wire
communication in inlersiate commerce, writings, sigms, signals, picnures, and sounds, ss mare
particularly described below, for the purposes of executing said scheme and artifice, each being a
senarae violation of Title 18, United States Code, Sections 1343 and 2.

i



i T-RE0  P.OSR/TIZ  F-AIR
tecny' s ofdi

LD | DATE INTERSTATE WIRE COMMUNICATION

| Twrs 110503 | Trunsmitted the revised and compiled “‘lllrl.l-i_:md.[t"
: program from the “devl” comaputer server in Lowe’s
C1IC 1o the computer system in Lowe's Store #7835,

e e

110702 | Transmired the revised and compiled “teperedit”
program from the “devl” computer server in Lowe’s
f CDC 1o the computer system m Lowe's Store #4185,
'[ Four 110703 | Transmutted the revised and compiled “teperedit™
| prozram from the “devl"” computes server in Lowe’s
’L CDC 1o the computer system in Lowe’s Store #418.

| COUNT FIVE L1} N

i 24.  The Grand Jury realleges and incorporates by reference herein all of the aflegations
:n:un'tai:ned in paragraphs 1 through 21 of the Indictment, and further alleges thar:

25.  Onor shount the dates st forth below, in Wilkes County, within the Westem
Dhstricr of Nerth Carolina, 2nd elsswhere, the defendants,

BRIAN A, SATCEDO
ADAM W, BOTBYL
PALL G. TDVMMINS

::tid.l!::l. and zbetted by one another, knowingly caused the rensmission, as more particularly
tﬂcs.:ri'uad below, of a program, information, code, and command, and a5 2 result of such conduct,
i

tentionally cansed damage without autherization 1o a protecled computet, and attempred to do
the same, and by such conduct caused and would, 1f completed have canced, loss to one or more
hersons duing any one-year period argrepating t least 55,000 m value, each being a separate
wviolation of Title 18, United Swates Code, Secoons 1030(a)(3H AN, (a)3HB)1). (b) and 2.

| COUNT | DATE TRANSMISSION

Five 1L/053/03 | Transmitted the revised and compiled “eperedit™
| program from the “dev]” computer server in Lowe’s
i CIM o the computer system in Lowe's Stors #785.

| Six 110703 | Transnutied the revised and compiled “wperedit”
program from the “dev]” computer server in Lowe’s
. CDH to the computer system in Lowe"s Store #418.
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11/07/03 | Transmitted the revised and compiled “tepcredit”
program from the “dev]” computer sérveT in Lowe’s
CDC to the computer systen in Laowe's Store #418.

| E——

COLINT RIGHT THROUG N

i 6. The Grand Jury realleges and incorporates by reference herein all of the alicgations
\ contained in paragraphs 1 through 21 of the Indictment, ind further alleges thar

. 77.  On or about the dates set forth below, in Wilkes County, within the Western

| Dismiet of Morth Caroling, and elsewhere, the defendants,

|

i BRIAN A. SALCEDO

i ADanM W. BOTBYL

| PAUL G. TMMINS

|aidsd and abstted by one another, knowingly and with infent to defraud, possessed and attempred
1o possess, 25 mote particularly described below, fifteen or mors unauthorized access devices, -
each being 2 separate violation of Title 18, United States Code, Sections 1029(2)(3), (b)(1) and 2.

COUNT | DATE ATTEMPTED POSSESSION

Eight 110503 | Installud the revised and compiled “tcporedit” program
on the computer system n Lowe's Store #8785,
Mine 11/07/03 | Installed the revised and compiled “teporednt” program
on the computer system in Lowe’s Store #4 18

Ten, 11/0703 | Tnstalled the revised and compiled '.“tcpcr:dit" program,
on the computer system in Lowe's Store #418.

| COUNT ELEVEN THROUGH THIRTEEN

7%, The Grand Jury reallvyes and incorporates by reference herein all of the allegations
\contained in paragraphs 1 through 21 of the Indictment, and further alleges that:

20, Omor shout the dares set forth below, in Wilkes County, within the Westemn
District of Mopth Caroling, and elsewhure, the defendants,

i BRIAN A SALCEDO
. ADAM W. BOTBYL
! PAUL G. TIMMINS

9
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: -2 by ome another, intentionally eccessed, as rnore particularly -i-:n:rﬁwd below, a
«. - wibovt anthorization and m excess of authorization and, through conduct invelving an
et ameeraunication, thereby ohtained informarion from a protected computer, and i eech

-
S | o= kS e

A For purposes ol commercial advantage mnd private finsocial gain;

B. n furtherance of criminal and tortious acts in violation of the laws of the
United States and of the States of North Cerolina and Michigan, to wit:

1)

2)

4.)

5)

6.)

Wire frand. in violation of Title 18, United States Code, Section
1343;

Unilaw ! transmission of computer coda, in violation of Title 15,
United Srates Code, Section 1030} THANL);

Passession and attempted pogsession of unaunthorized access
devices, in violation of Title 18, United States Code, Section
1029z 3), (BX(1);

Computer fraud, that is they willfully, directly and indirectly,
accessed and caused to be accested a computer, computer system,
and computer network, and any part thereof, for purposes of
deviginge and executing 2 scheme and artifies to defrand and
obtairung property by means of alse and frauduleat pretenses,
represcatulions, and promises. in violation of M.C. Stal. Ann. § 14-
454(a):

Compuier trespass, that is they used 2 computer and compuaker
nerwork without authority and with the intent to make and cause to
be made an unauthordzed copy of computer data, computer
programs, and computer software residing in, communicated by,
and produced by a conaputer and computer network, in violation of
b.C. Stat. Ann. § 14-458(a);

Unlawlul access 1o computers, tat is they mrentionally and without
authorizarion and in excess of valid authorization, accessed and

caused 1o be accessed 3 comMpULET PTOZTATNL, COMPUIST, COMPUlET
svstem. and computer network in order to acquire, alter, damage,

delete, and destroy property and otherwise use the service of a
COMpULET PIOETam, Compuier, computer system, and commputer
nerworl, in violation of Mich. Comp. Laws Arm. § 752.793(a);

1)
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i)
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i,“ -

Linkaw ful zocess 1o compuiers, that {s they intentionally and without
anthop zation and in excess of valid awthorization, mserted and
attached a set of instructions or a computer program into a computer
progrim, comiputer, computer system, and computer network, that
was intended to acquire, alter, damage, delete, distupt, and destroy
property and otherwise use the services of 2 computer program,
compuicr, computer system, or computer network, in violation of
Mich. Comp. Laws Ann. § 732,795(p); and

Computer fraud, that is they intentionally accessed and caused to be
accessed a computer program, computer, computer system, and
computer network to devise amd execute a scheme and artifice with
the intent to defrand and to obtain money, property, and 8 service by
a false and frandulent pretense, representation, and promise, in
wiolation of Mich. Comp. Laws Ann. § 752.794; and

. By obtaining information the value of which exceeded 35,000 in value.
COUNT | DATE UNAUTHORIZED ACCESS
Eleven | 11/05/03 | Acccssed the “dev]”™ computer server m Lowe's CDC.
Twelve | 11/07/02 | Actessed the “dev]™ computer server in Lowe's CDC
I Thirteen | 11/07/03 | Accessed the “devi™ computer server in Lowe™s CDC.

[cHZHE) and 2.

Each being a separare violation of Title 18, United Stales Code, Secuions IﬂElj{a.](IJ{Cj,

COUNT FOURTEEN THROUGH SIXTEEN

30.  The Grand Jury realleses and incorporates by reference herein all of the illge.gaiinns

contained in paragraphs 1 through 21 of the Indiciment, and further alleges that:

31.  Omnorabout the dates set forth below, in Wilkes County, within the Western
Nistrict of North Carohna, and elscwhere, the defendants,

BRIAN A. SALCEDO
ADAM W. BOTBYL
PAUL G. TIMMINS

.ii.id.-e:d. and sbetted by one another, knoswingly and wath intear 1o defrand, accessed and atrempted 1o
fooess, 45 more panicularty described below, a protected computer without authonzationand

11
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e T oiwrization, and thereby furthered the intended fraud described above and obtainaed -
; “=hes and attempted (o do the same, each being a separate violation of Title 18,
; Code, Sections 1030(2)1), (b) and 2.

——— -

S

! oA ml"“" DATE ] UNAT.}'H{DRIEED ACCESS

—amn,. .. ., SE— e e

A L. 11/05/03 | Accessed the “dev]™ computer server in Lowe's CDC.

| Faen | 1107003 | Accessed the “devl” computer server iIn Lowe's CDC.

|
: 2
| Sixteen 1120703 | Accessed the “devl™ computer server in Lowe's CDC.
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